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A novel voice encryption algorithm based on hybrid chaotic
system with variable parameter
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Abstract: By use of chaos theory, a hybrid chaotic system with variable parameter is designed based on Logistic map and
Hénon map in this paper, and we proved that it has higher sensitivity to initial conditions. American National Institute of
Standard and Technology (NIST) statistical tests show that the chaotic sequences have good pseudo-randomness. Thus,
it has adequate cryptographic properties in terms of randomness quality. Based on this system, a novel encryption al-
gorithm is proposed, and the encryption and decryption function of voice signal is implemented. The simulation results
show that the encryption algorithm has characteristics of high security and enough key space, and demonstrates signif-

icant cryptographic qualities at a good security level.
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Fig.1 Block diagram of the hybrid chaotic system
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Fig.2 Tterative graphs of chaotic sequence differences for different maps
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Table 2 Iterative results of chaotic sequence differences for different

maps

n Logistic Hénon  MWWERHUN  AFBYY

1 1.000 0x10°1°1.000 0x10'°1.145 2x10-192.383 3x10-1°
2 0.0133 0.0109  3.5152x10° 1.8327x10°®
3 0.048 8 0.0404  1.071 7x107 1.810 5x10°¢
4 0.141 8 0.0554  5.706 3x10° 1.578 0x10*
5 0.076 8 0.0944 1.9364x10* 0.0138

6 0.264 3 0.0432 0.014 8 0.1455

7 0.5793 0.2612 0.1659 0.081 2
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Fig.3 Correlation functions of chaotic sequence
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(p-value) (p-value) (p-value) (p-value)
FERURINER 0.535205 0.473786  0.990423  0.990595
e R 0.471177 0.675376  0.602877  0.061090
SRR 1 0.548418 0.642996 0.006376  0.271383
SFAAINA 2 0.548418 0.841918  0.007275  0.532261
@H%‘”Jf%% 0.274825 0.569389
TR
DHESIERY
28 A4S du
BIESAL ) ci5608 0.679743
TR
BEHLOES I 0.903469 0.454642
W’*T’f“%% 0.881949 0.605865
IRES
K IFFRINAR 0.115746  0.268352

éﬂ*ﬁﬂu&@a 0.362148 0.802678
W

Al E B AL
gy 0988997 0941449

— [ N
BB 610420 0357763
MIE7N

T REI R

0.847187  0.755036

0.329064 0.828988 0.004568* 0.349273

0.355418  0.631790

0.892889  0.053175

0.767203  0.138844

0.498137  0.438823

0.250074  0.993370

0.086826  0.894116

0.567775  0.085113

0.82512  0.733892
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0.029285
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Fig.4 The original, encrypted and decrypted voice signals
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12 MEBFEAR N/ G BE S AT 7,
B8 NHT o3 2551, 19303 A 5 785 U
¥JF W W5 MOS(Mean Opinion Score, MOS).
MOS HtRAHERF 5 IMRE ROR I & 77
MAFEE RN 4 Fros. ERTFAEEEEY, EHEIA
N MOS 738 3.5 FE AN Re4ERFIEF IS EE, X
I RERRENE S RGP N, (ARG IER W,
A LAY 2 280G H G RAMHER; 2 MOS 4
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BT TARKEE. HRATUES, NMEEMR
MOS 74 A 1, WU, &S S0
T, NHIrANEAHESER. Mg ERES,
MOS 78, NE A AW IEH(E B

#4 MOS1E
Table 4 Value of MOS
HEFEAS S IN#%)E MOS {8 fife )5 MOS {f
1 1 3.6
2 1.3 3.7
3 1.1 34
4 1 3.5
5 1 3.6
6 1.2 3.5
7 1 3.6
8 1.1 3.5
9 1.1 3.6
10 1 34
11 1.1 3.7
12 1 3.5
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Table 5 Comparison of encrypt time

H% st 8 /s
SCER[12]0m%% Bk 365.428 196
AEE 100.643 128
SCHR[13)m % Sk 102.235 116
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Fig.7 The sensitivity test result of encryption keys
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